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MTD Sentry -- The Next Level Of Reliability

By The Technical Staff At MTD Systems

Abstract-- MTD Systems specializes in facility and enterprise
wide monitoring of complex, multi-vendor systems. These systems
can be hard-to-monitor legacy systems or newer |IT based
systems. MTD Systems focuses on remote monitoring and
troubleshooting, complex hybrid system analysis, media tracking,
and consulting. We provide individual and centralized monitoring
solutions for IT based distribution, Broadcast,and Digital
Cinema systems. As systems become more complex and IT
oriented, Technical Support personned require new tools. MTD
Systems monitors each element of the system, tracks trends and
searches for failures continuously. MTD Systems creates clear
and concise views of hardwar e, software, and media.

INTRODUCTION

TD Systems has created a scalable monitoring system

that addresses general and specific issues and problems
found in IT based broadcast systems. Many problems stem
from inherent issues with PCs, OS, Raids, Switches, and
networks the systemsrun on. Other problems are specific to
system design, integration of devices from many different
manufacturers, or how equipment is operated. Expanding a
system that is stable and reliable when small can also cause
problems. The MTD Sentry opening screen is designed to
identify and highlight all of these kinds of issues and allows
navigation to more detailed information. The MTD graphical
displays, along with alerting (that can be sent to email, pager,
Blackberry, etc,) give personnel the ability to see into and
understand systems in ways that they could not otherwise.

Many stations run their systems on blind faith. After initial
shakeout this usually works pretty well. There may be bumps
along the way, lost spots and programs here and there, but in
general things happen and the occasional anomaly has been
accepted as the norm. MTD works to take the systems to
thenext level of reliability by live, real-time monitoring,
reporting, and alerting.

I. 1T"'SNOT Y OUR OFFICE NETWORK ANYMORE

IT networks were never designed to handle uninterrupted
streaming video or real time control. They were designed for
relisble data transfer. Transfer times were on a *best-effort’
basis. Knowing the information moving on the network,
understanding network constraints, and managing the network
loading is the key to successful operation. Hubs, switches,
cascaded devices, and gateways all leave their mark on your
product and it’s not your office network anymore.

Products from many different manufacturers mix to make up
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today’s broadcast systems. Some products may use SNMP to
report errors, others send email, others rely on someone
collecting its logs and looking at them after a problem
happens. Most of these systems have no means of looking at
adjacent devices, trusting that they are OK. This leaves them
open to ‘garbage in, garbage out’ situations where one-
manufacturer points to another as the source of trouble and no
one can say for sure what the source of the troublereally is. In
an enterprise the trouble may even lie in another city.

These new, complex systems frequently have bugs that only
reveal themselves in a systems environment and when stressed.
Sometimes there are bugs that can take the system down at the
most inopportune time unless identified early. Even an
engineer standing in front of these systems will have trouble
identifying problems or even understanding what is going on.

We dance around in a ring and suppose,
But the secret sitsin the middlie and knows.
--Robert Frost

Il. WATCHING IT ALL

In today’s Broadcast Master Control there may be 20 or more
software and IT based devices managing multiple program
streams. In a newsroom system there may be 100 or more
such devices. Each has its job to do, each has to execute
promptly and correctly, and the connecting network has to
work flawlessly. Depending on the kind of problem or failure
that occurs, it is usually difficult to locate the root cause of the
fallure. MTD Systems works across manufacturer lines to
watch all devices so we can tell you where the problem is and
sometimes we can tell you before a problem occurs.

MTD collects information through a variety of means. SNMP
is an important part of the collection, but stopping there limits
the view into systems. We also scan equipment logs as the
systems operate, read PC metrics, watch syslogs, event logs,
and do al of this live. Some monitoring packages install
agents on PCs to collect data and send it to a monitoring
console. On cutting edge systems agents have been known to
create problems. At MTD Systems we avoid agents where
possible. Instead, we use built in OS features to collect data.
Data is captured and time normalized, that is, if the clocks on
your devices don't all agree, you won't be adding time offsets
in your head to see if two events on two different devices
happened at the same time. Then the data from all equipment
is concentrated in one place so you can see it all together,
collated, and where possible interpreted. Displays are all web-
based meaning you can make them available on the Internet.
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Figurel

One of our installations, WLS-TV Chicago, has been running
MTD Sentry to ensure performance from their newsroom
system for more than two years. With their permission, we
take a look at their system. Figure 1 shows the main screen.
This screen alows for quick assessment. To the left are
folders that open to allow looking at specific data. The main
view is a wiring diagram representing the core of the
Newsroom system.

Icons represent components of the system -- PCs, video
servers, raids, Fibre Channel switches, Ethernet switches, and
other devices. The icons will change appearance by color,
style, shape, or they may become animated in response to
events in the system. A glance at the page brings a quick
grasp of the state of things.

Green  Normal operation
Blue Informational items
Yellow Warning

Red Serious Errors

Clicking an Icon alows drilling in for more complete
investigation including event log and other PC or device
information such as running or stopped services, patch level,
physical memory, processor speed, etc.
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Figure 2 This highlight shows a close-up of two of the video servers. Each
video server has a capacity bar graph showing the amount of storage used.
You can see NVSY1 alerting because it is nearing full.

Hover tags identify the list of current errors for the device.
Server devices are equipped with a gas-gauge view to show the
current capacity of the device. The gauge will change color as
the capacity is exhausted.

All errors and warnings show up on the alert screen and can be
sent as alerts to pagers and email -- all directed to appropriate
personnel.
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Figure3

Clicking the “Alerts’ folder reveadls MTD® "Smart Logging"
under the messages link and seen in Figure 3. Important
events from all devices are time normalized and stored here. It
is easy to see the chronological sequence of al data. Thislog
can be searched by error level and device. Other folders offer
more information. PC groups contain key metrics from each
PC based device in the system. The system continuously
samples and records peak and average values of nine or more
metrics important to PC health, including processor, physical
and virtual memory, interrupts, and disk use. Selectively,
alerts are generated on these values. In al cases the data is
stored in a graphical database where history of the past year
can be viewed. There are literally thousands of these graphs,
always available, just aclick away.

Figure 4 This graph shows peak and average PC processor use for a 24-hour
period. Clicking this graph from its web page would pull up historic views of
the past week, month, and year showing how the system is operating now
compared to past operation and allowing comparison to similar devices.
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Periodically, a snapshot is taken for all services, running
applications, service pack levels, etc. on Windows PCs.

MTD aso collects trend and error data on Ethernet switches,
individual drives in raids, and from any device where it makes
sense. This functionality is equivalent to placing an
oscilloscope on a specific parameter and monitoring it over a
long time interval. The MTD System places hundreds (or
thousands in larger systems) of “oscilloscopes’ at all critical
locations to help locate difficult problems.

I1l. LOG PRESERVATION

Another feature is log collecting and archiving. Many
manufactures include extensive PC logging that happens in the
normal course of events and captures error information when
their systems encounter problems. MTD constantly watches
these logs and brings the important messages to you in near
real time (typicaly in less than 5 minutes). The logs
themselves are important to the manufactures to help fix the
problem. Sometimes a trouble occurs and the system enters a
state of re-logging of the symptoms over and over. Usually
only a few megabytes of storage is available for theselogs
before they overwrite. Overwrite can happen after a few
minutes or a few hours. The symptom repeats over and over
in the log while the root cause of the problem is lost and the
manufacturer looses the data needed to help. The
MTD System grabs these logs when they close and stores them
(under the archives folder) for 30 days. Now not only is the
log containing the root cause available, but for any monitored
device, the logs can be downloaded from the archive page
without having to visit the device.
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IV. SUMMARY OF THE WLS SYSTEM

Messages and events from devices in the system are
concentrated in one place, providing alerting and views into
the system not otherwise available. For WLS this involves
data from the many devices making up the newsroom system.
Imagine going to each of these devices and checking
thousands of lines of log files, connectivity, processor,
memory, and general system health every few minutes. The
bottom line is that the early alerting (derived from this data) to
potentially catastrophic conditions can keep on-air disruption
and transmission losses from occurring. Data tracking, log-
capture and trend analysis provide a smart and systematic
feedback to individual manufactures or to those responsible for
maintaining the system. This expedites bug fixes, hardware
repair, and leads to improvement of overal reliability through
a better understanding of what and where the issues are. There
is both immediate and log-term payback to this methodology
and we see this played out over and over again.

V. ENTERPRISE MONITORING

Sometimes your system does not al reside at one physical
location. The MTD System techniques can be applied to a
single device, subsystem, facility, or to a national or global
enterprise.

Hearst and Tribune Broadcasting Companies had a vision of
centralizing program preparation, quality control, and satellite
distribution. It involved a lot of equipment from many
manufacturers located in many different sites. In some cases
the equipment was bleeding edge, in other cases tried and
true. Their engineers working with manufactures and
software designers stitched together a system
that accomplished the goals. Early on they redlized
that because of the complexity and the far-flung locations of
the system that something would have to watch over the
process from beginning to end. They cameto MTD Systems.

Figure 5 Information and errors from program distribution are collected from
stations around the country and concentrated in a central server. Data is
collated and the status of equipment and material can be seen, as it exists, at
any point in the enterprise.
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Enterprise views were made showing status at each station,
reflected in colored orbs and alowing the state of the
distribution at all sitesto be seen at once.

Figure 5 Distribution by satellite is affected by weather among other things.
Here station status is put over a US weather map. Increased receiver errors at
the edges of the transmit pattern as weather or atmospheric conditions change
may mean transmit power needs boosting.

Drilling in on the map view uncovers an equipment drawing
for the site and a display of local weather radar.

Figure 6 Drilling in from US map shows detail of distribution equipment at a
particular site. Thelocal view also uses folder navigation to uncover detailed
statistics for the equipment.
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Figure 7

V1. MEDIA TRACKING

In Figure 7, the current status of material on each device and
its movement can be seen. Each step of the processing can be
clearly identified and the status is easily discernable.
Descriptive Icons provide a quick view of what step the system
is in and what is happening. As with the systems drawing
view, more details can be found by hovering the mouse over
the icon for the specific step you want to examine. Each
material code in the left column is linked to a database with
more details about it. Scrolling right shows more stations.
While Simplified and individua views for each site are
available, this view is a one-stop view for al material
movement and all locations throughout the enterprise.

VII.

The automation and complexity of today’s broadcast systems
cals for new ways to ensure proper operation and
performance; MTD Systems products keep a vigil over all
parts of these systems and will keep you informed.

SUMMARY
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